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We are the white hat hackers!
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A
We are the white hat hackers!

1 dlMlJ[ WHITE HAT

Cratba 272 YK P®. HenpaBoMepHbIN AOCTYN K KOMMbOTEPHON MHPOPMAL MK

Cratba 273 YK PO. Co3gaHune, NCrosib30BaHME U PacnpOCTPAaHEHME BPeAOHOCHbIX KOMIMbIOTEPHbIX
nporpamMmm

CtaTbs 274 YK P®. HapyLueHne npaBua 3KcnayaTauum cpeactB XxpaHeHnsa, obpaboTku nnmn nepenaum
KOMMblOTEPHOMN MHPOPMaLNN N NTHHOPMALIMOHHO-TEIEKOMMYHUKALIMOHHbIX ceTeln
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ObecneyeHne HeBUANMOCTY A

* AHOHMMM3AUUA
o [pokcKn, Be6-NpoKcn, N1armHbl-aHOHMMAN3epPbl
o VPN
o TOR

o Mpoyee (Whonix, 12P, dnsnyeckmne cpeacrtesa n 1.4.)

* 3alinTa OT CpeacTB AeaHOHMMN3ALNN
o XypHanmpoBaHue
o IDS/IPS

o Honeypots



Tor yepes VPN, VPN yepes Tor 1 npoumne n3BpalleHms A

UHTepHeT-

% Chou wudposarHua Tor
nposaiaep

= " \ Agpecart

OTKpbITLIA
TpadPuk

Agpecart

Knuent Tor Lienoyka Tor VPN-cepsep

Cnon wudposanua VPN OTKpbITHIN TPah UK




NonHoTa cbopa MHPOPMaLLUK A

Ayano-BM3yasibHbIM KOHTEHT (boTorpadpumn, Baeo, 3ByKo3anuncu)
MeTaaaHHble

o EXIF (paTta, reonokaumsa)
o Cny>ebHble 3aronoBku e-mail
o CBOMNCTBA OPUCHbIX JOKYMEHTOB

[TonckoBUKH

*  MeTanonckoBuUKu
- Deep Web, Dark Web
* PermoHanbHOCTb

* MOHWUTOPWUHT

o Py4HOM
o ABTOMATM3NPOBAHHbLIN



NpUHL YabaM Ha Base B AHMICH A




[nybuHa cbopa MHbopmMaLmMm A

NownckoBasa cneundpuka (Google = Yandex + Bing n 1.n.)

* MowuckoBuku nsobpaxxeHnm (Google-kaptnHkn, TinEye n ap.)

« CneuunannsnpoBaHHble nonckoBmku (Shodan, Censys)

* Mownckosble onepaTtopsbl («INURL:», «FILETYPE:», «SIZE:» n 1.n.)

« Google dorks (exploit-db.com/google-hacking-database/)

- lMpoune cpeactBa (rpadunyeckme penakTopbl, NepeBOAYMKM, CpPeacTBa
PACNO3HABAHUA TEKCTA)


http://www.exploit-db.com/google-hacking-database/

Beb-kamepsbl 1 Shodan

Shodan Exploits Scanhub Maps Blog Anniversary Promotion Settings |

%siooan [ -~

Home Search Directory Data Analytics/ Exports Developer Center : Labs
Popular Searches Recently Added Browse Tags

Browse All Searches
Tag: camera & | SearchtheDirectory |

30 OCT 12 Red light enforcement cameras
red light enforecement camera webcam

red light enforecement camera webcam
30 APR 13 D-Link Internet Camera » Popularity
D-Link Internet Camera DCS-5300 series, without authentication. [g00gle 5c0u7] » Recently Added

dliink dcs5300 webcam camera netcam no authentication

31 MAR 13 webcamxp Popular Tags

one of the best dorks for ip cameras/webcams webcam 60

Search

webcam ~ camera ipcam ipcamera scada 48
26 JUL 12 yawcam 2P 4
yet another webcam camera 40
Ip camera router 40
25NOV 13 Red Light Cameras P =
PIPS Technology ALPR processors are complete one-box processors for automatic test 35
licence plate recognition. To see a live feed of license plates as they're being cam 35

captured, visit the "Monitor > Client Monitor” section.
cisco 30

camera http trafficlight

ssh 28

7NEN 13 Hinh-daf \Wah Mamarac T ——
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dunsmyeckmne nnua A

OTKpbITasa MHPoOpMaLmA

o OdunumanbHble NctouHUKN (Hanpumep, ana CLUA: spokeo.com, whitepages.com, thatsthem.com)

o HeodunuymanbHble nctouyHnkn (phonenumber.to u 1.1.)

3akpbiTaa nudopmauma (Deep Web, Dark Web, 6a3bi AaHHbIX)

COLI,VIaJ'IbeIe cetTm n mecceHag>xepbl
o Mpamon poctyn K nHdopmauun: PO, obpasoBaHme, paborTa.

o KocBeHHble cBefeHuA: rpad Apy3en, NPUHALJNEXHOCTb K coobLlecTBaM, YNOMUHAHUA, UCTOPUA MNepeMeLLeHnmN
(Google), reomeTkn (VK, Twitter, Instagram) un 1.A4.

o TMowuck n nony4yenne goctyna: findface.ru n google-kapTMHKK, BOCCTaHOBJIEHME NMApOJif, ip-4eKepbl.

HeTpagnunoHHble MmeToAbl
o AHanus nybnukaunmn, BakaHcum, matepmanos CMW, akTUBHOCTM Ha dopyMax U T.n.

o JleaHOHMMM3aUMA Yepes cpeacTBa onJaTbl: MOOBUbHBLIN 6aHK CHepbaHKa, BUTKOMH-KOLLENIbKM U T.M.


http://www.spokeo.com/
http://www.whitepages.com/
https://thatsthem.com/
https://phonenumber.to/

CoumanbHble rpadsbl

3HameHcKoe

MonuTex
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Beb-pecypchbl




Beb-pecypchl A

* PerncrtpaunoHHaa wHopmauma: WHOIS, wunctopuma perncrpaumm [OMEH3,
reverse IP v gp.

- WcTopuna canta: cache, Beb-apxusbl (archive.org, archive.is)

* AHaNM3 apecHoOn CTPOKWU

« TexHMYyecknn aHanu3 camta: nepebop anpektTopun (DirBuster) n nog 0MeHOB
canTa (SubBrute, Knockpy), aHanmn3 Robots.txt n 1.4.

- CeTeBoe ckaHMpoBaHue (nmap)


http://archive.org/web
http://archive.is/

B3nom Gartner yepes afpecHyo CTPOKY A

A ,D,peC OTy éT a Figure 1. Magic Quadrant for Enterprise Network Firewalls
challengers leaders
http:/fiwww_gartner.comitechnology/reprints do?id=1-1FJ5IML&ct=130508 il
Checlk Poirggﬂware Technologies

Appec KkBagparta Forinet Palo Alto Networks @

' Cisoo. o Altell (Vyatta)
http-//imagesrv.gartner. com/reprints/246800/246886/246886_1 png:pv94c471a899798cc3 o niper Networs

. v @
YNpoLueHHbIV aapec S [MoAfeo ©
http:/imagesrv.gartner.com/reprints/246800/246886/246886_1.png =] WatchGuard
T Huawei ¢ * Sophos
Barracuda Networks
dopmart agpeca Netasas &
@ HP ¢ Continent
http:/fimagesrv.gartner.com/reprints/[IDO0YID)ID]_1.png o S-Terra @ VipNet
\ J
[[D] — 2710 nocnegHue 6 yndp nHgekca niche players visionaries
[ID00] — 370 [ID], y KoToporo ABe NocnenHue LUgpPbl 3aMeHeHbl HyNAaMu | completeness of vision | >
As of April 2013

Source: Gartner (April 2013)
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[TonydyeHne gocTtyna K pecypcam
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[Tony4yeHme gocrtyna K, pecypcam

‘cBOUM'




MonydeHue fOCTyNa K pecypcam A

- Beb-pecypchl

* Wcnonb3oBaHWe CepBMCOB, MNPeAoCTaBNAWMNX PErucTpaLmMoOHHbie [aHHble AaKKAyHTOB 3aKpbITbIX pecypcoB
(bugmenot.com n T.1.)

« ABTOpM3aLMA CO 3HaYeHMAMM no ymondvaHuto (admin/admin, user/user n 1.1.)
« TMonHbin nepebop naponen B popme aBtopmnsaumm (THC Hydra, Medusa, Ncrack n T.n.)

* Mopbop xewa (hashkiller.co.uk n gp.)

* BoccTtaHoB/IeHMe naponA

« Mownck (1 a3kcnnyaTtauuna) yassnumocten (Nessus, Metasploit, Acunetix n ap.)

- ApxuBbl (aTaka rpybon cnnon, known-plaintext ataka n gp.)


http://bugmenot.com/
https://hashkiller.co.uk/

Noyemy nepebop paboTaer? A

0] password 123456 123456 123456 123456
n 123456 password password password 123456789
R 12345678 12345678 12345 12345678 qwerty
4| abc123 qwerty 12345678 qwerty 12345678
| 5 | qwerty abc123 qwerty 12345 111111
| 6 | monkey 123456789 123456789 123456789 1234567890
letmein 111111 1234 football 1234567
“ dragon 1234567 baseball 1234 password
| 9| 111111 iloveyou dragon 1234567 123123
baseball adobel23 football baseball 987654321
iloveyou 123123 1234567 welcome qwertyuiop
trustnol Admin monkey 1234567890 mynoob
1234567 1234567890 letmein abc123 123321
sunshine letmein abc123 111111 666666
master photoshop 111111 1gaz2wsx 18atcskd2w
123123 1234 16.mustang dragon 7777777
welcome monkey access master 1g2w3edr
shadow shadow shadow monkey 654321
ashley sunshine master letmein 555555
“ football 12345 michael login 3rjslla7qge
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FOpmnanyeckme nmua




FOpuanyeckme nmnua A

*  MHPopmMauma o KOMMNAHMAX

o CBobopgHaa nibopmauma (opencorporates.com, zachestnyibiznes.ru n 1.n.)

o OTkpbITaa nudopmauma (Céuc, Kontyp-dokyc, CMAPK, Bureau van Dijk n 1.n.)

o 3akpbiTaa nHpopmauma (Deep Web, Dark Web, 6a3bl JaHHbIX)

[oc. 3akynku (zakupki.gov.ru, birja.ru, gostorgi.ru)

MNy6aunkaummn (CMN n npodurnbHble pecypcbl)

ApPXMB BaKaHCMN KOMMAHUK

OT3bIBbl 0 KOMMNaHuu (antijob.net n 1.n.)



https://opencorporates.com/
https://opencorporates.com/
http://zakupki.gov.ru/
http://www.birja.ru/
http://www.gostorgi.ru/
https://antijob.net/

MaHaMCKMI apxmB A

BARROW HILL LIMITED

Eﬁf&%@%ﬁ%ﬁéﬁé&@%&gmo

Boston House: Propemes Limited
§ [nghtsbndge E; f

RIENNES.A

k\\‘ e

amad Bin Khalifa Bin
ani

Khalifa bin Zayed bin Sultan Al
Al Wajba Ralace; Doha; Qatar

yﬂerﬂa bint Khalifa bin Zayid

MOSSACK FONSECA & CO. (B.V.L.) LTD.
Sheikh Hamad Bibkhalifa Binhamad

Al-Thani

{E S@RER @AREBEARER
Dohg <br/>MWajba Palace<br/>Qatar

.. B ‘\. Sheikh Hamad Jassim J.M. Al-Thani :LLOANE STREET OMMERCIAL PROPERTIES
Sheikh Hamad Jassim J.M. Al-Thani . OHIGE STREET RESIDENTIAL

. LIMITED
\@ West End Green Limited [DEVONSHIRE
@ HRESEREG SN AIHERIANAGEMENT

@ EOEEAMEEON ERIAD MANAGEMENT COMPANY
LIMITED

Koposb Caydosckol Apasuu bbiswul npembep-MmuHUCmMp YKpauHsbl
CasmaH ubH A6oyi-A3zu3 Anb Cayo (1996-1997) lNasen JlazapeHKo
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HeaBMXXMMOCTb




He ABUMKMMOCTb A

- OdunymanbHaga nupopmauma
o EIPTI1, ChpaBo4yHasa cnctema no ob6bekTam HeaBMXKMMOCTU U T.A.
o KapactpoBas KapTta PO
- 3akpbiTag nipopmauma (Deep Web, Dark Web, 6a3bl AaHHbIX)
- KapTtorpagpunyeckme cepBuUChI
o AHpekc.Kaptbl, Google Maps, 2I'MC, OSM n T1.4.
o Bwu3syanbHbi ocMmoTp: Google Street View, naHopambl AHaekc.KapT v T.4.

o JononHutenbHaa nHbopmauma (wikimapia.org u T.4.)



http://wikimapia.org/

Wikimapia — nogapoK Ana WnmMoHa ST

[20)c10xcanlEy e Deveivp=amTiaie )

wikimapia @

R e

4 1

1
§

Moscow River Project site

USA / Nevaca / Indian Sprngs
W military & Add category

The project is one of the highest air-tight security activities at this base. It does have something to do with recent
escalation of Russian ar force patrots. This structure is mainly the project's controt o administrative center.

Nearby cities: Mesquite. Nevada. St. George. Utah. \Washinglon. Utah
Coordinates: 37°14'32'N 115°48'54'W

Add your comment in english

Comments

Randy613w (guest)
The Moscow River has nothing 10 do with Russia or MOSCow o any niver for that effect
3 reply

StacheldrahtN01 (guest)

all you armehair mystery professors: MOSCOW is an acronym. *nothing to do with Russia®. "Materiel
Operations Support Center, Oscar Wiskey . " eic the neardy KUKLA PEN faciiity owes its name to
KUKLA, ClA’'s cryplo name for its infernal operations (KU) and KLA, Kampala airport code, and PEN
being an acronym for a project

S reply
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TpaHcnopT




TpaHcnopT A

* PerncrpaumoHHaa nHdopmauus

o ABTOTpPaHCMoOPpPT

= avtocod.ru, nomerorg.biz/mosgibdd, AVinfoBot (Poccus)

= gov.uk/get-vehicle-information-from-dvla (Beankobputanms)

" UT.A.

o Mopckon TpaHcnopT (vesselfinder.com)

o AwaTtpaHcnoprt (airframes.org)

* MHdopMauusa o nepeMeLLeHUN TPAHCNOPTHbIX CPeACTB

o Mopckon TpaHcnopT (marinetraffic.com)

o AmnaTtpaHcnopT (planefinder.net, flightradar24.com)

«  3akpbiTaa nHpopmauma (Deep Web, Dark Web, 6a3bl faHHbIX)


http://avtocod.ru/
http://nomer.company/mosgibdd/
http://www.gov.uk/get-vehicle-information-from-dvla
http://www.vesselfinder.com/
http://www.airframes.org/
http://www.marinetraffic.com/
https://planefinder.net/
https://www.flightradar24.com/55.75,37.62/7
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